This report has been put together by ECPAT Child Alert with input from members of the
Social Workers CSEC Community of Practice - Te Whariki Whakaaro o nga Kaimahi Taioho

ECPAT Child Alert (ECPAT NZ) acts to uphold the fundamental rights of children in Aotearoa New
Zealand to be free from all forms of commercial sexual exploitation. ECPAT Child Alert is part of
ECPAT International, the world's leading network for addressing the sexual exploitation of children.
Today, we are a growing movement of over 110 civil society organisations, in over 100 countries, all
working towards the same goal.

The Community of Practice - Te Whariki Whakaaro o nga Kaimahi Taioho is made up of social
workers in New Zealand who are interested in contributing to the provision of best practice services
and helping to protect ta tatou tamariki katoa from commercial sexual exploitation. The purpose of
this biannual report is to provide thematic updates on the state of CSEC in New Zealand from a
grassroots perspective.




What is the commercial sexual exploitation of children?

Child Sexual Exploitation Material in Aotearoa is defined as material that
"promotes or supports, or tends to promote or support...the exploitation of While efforts have been

! o made to reduce explicit
minors, or young people, or both, for sexual reasons."(1) In the digital content in this report, the
environment, there are various manifestations of this, including imagery, nature of the content itself

may be triggering for

readers. Please be advised
that the following content

features graphic language

Online grooming involves someone over 18 using digital tools to sexually and examples
of lived experience.

video, live streaming, and online behaviour that can influence the creation
of this content, such as grooming.

exploit rangatahi or tamariki. This might involve contacting them via social
media, direct messaging, leaving comments on posts, chatting on a forum
or while gaming together online. Some adults will make fake and tailored
profiles to pose as someone of a similar age (a form of catfishing) to create
a false sense that the exchange is consensual. If they are not much older,
some can use their own social media account, especially if they have
mutual friends or interests.

Some adults build this relationship by:

Showing interest in a hobby or shared activity;

Expressing sympathy for personal struggles and providing counsel;

Paying the young person compliments or engaging in acts that boost their self-esteem;
Purchasing gifts or thoughtful items that are personalised.

As a victim-survivor of trafficking and sexual harm, working in this
space poses a moral dilemma. On one hand, | feel empathy for the
victims on levels that I’'m not sure can be quantified. | feel that the
priority should be enforcing punitive measures for all types of CSEM

users, to do justice to the ongoing toll sexual trauma takes on the

victims. On the other hand, | know that these measures

don’t address the root cause of user’s behaviour and ultimately,
as an advocate | know that prevention is paramount. This may
mean investing more resources into therapeutic services and
working to reduce the stigma around accessing help for
harmful sexual preferences. However, if this is the best way
forward, it must be done in a way that is victim-sensitive.

Due weight should be given to victim-survivor

needs first and foremost.

Synteche, ECPAT Advocate




Snapsm]t Stat|8t|cs The rates of child abuse and neglect in New Zealand are

among the highest in the OECD. Recent research has

: : found that sexual abuse commonly occurs in conjunction
50% of reports that involved being

contacted by a stranger online are
from girls. Approximately 39% are

reported by boys.(2) For example, forms of digital child exploitation will be
grouped under ‘child abuse and neglect’ and be reported
1in 5 teenage girls, and 1in 10 via channels that deal with family harm or similar event
teenage boys, reported having types, which results in unsuitable offence coding of online
shared nudes of themselves.(3) child victimisation. In addition to this, children and their
parents or guardians are not fully aware of their rights, or
39% of teens consider sharing what constitutes a breach or abuse of those rights in the
nudes among their peers as digital sphere.(6) In Aotearoa, as elsewhere, when young
normal.(4) people divulge sensitive digital activity they can face
social isolation or retaliation from their peers.(7)

with other types of abuse and that the processes for
reporting each type are interconnected.(5)

"The Department of Internal Affairs Digital Child Exploitation Team (DCET) conducts
investigations into child sexual exploitation material (CSEM) knowing that this is not a

victimless crime. Real world children have been sexually exploited and abused in order for
this type of imagery to be produced for the sexual gratification of offenders.

There are currently no specialist services for victims and survivors of commercial sexual
exploitation. Every time a person shares this material, the child victims depicted are
revictimized time and time again. They often grow up knowing that the images and videos
of their abuse are still there on the internet. One of the key functions of DCET is restricting
the distribution of CSEM, and holding those to account who intentionally revictimise these
children. Another key function for DCET is identifying the children in the imagery. Specialist
staff examine millions of images every year and work closely with Police and Customs under
the joint victim identification programme, Task Force Ruru. The ultimate aim of Task Force
Ruru being to identify and locate child victims in New Zealand and abroad" - Tim Houston,
Manager Digital Child Exploitation Team, DIA.




New Zealand Case Studies

The following cases in 2022 have been shared
(with consent) by frontline workers that
ECPAT Child Alert is partnered with:

CSEC training attendee, frontline
worker:

Those who access child sexual abuse
material online have distorted thinking.
Eg. Have had one male (ages in his
50’s) have an attraction to children but
didn’t want to hurt any so he regularly
viewed child pornography. He stated
the children often looked
happy/willing. He failed to recognise
they were probably drugged. He also
thought he was being helpful to them
(e.g., they would get a new bike from
those creating the material) and did
not realise there was no benefit for the
victim in being in such material. Online
child pornography is very much
considered victimless as viewers may
not be abusing the child(ren)
themselves so justify it.

New Zealand Social Worker:

A client | am working with has recently
discovered her [pre-teen children] have
been frequenting the site Omegle with
their friends, which is a video chat
website with strangers all around the
world. They have been heard talking to
men who have asked for them to “moan
for me” and “show me your boobs”
amongst other indicators of CSE. | can
imagine sites like Omegle & chat
roulette are rife with people looking to
exploit children.

New Zealand Social Worker:

| have a client who is a [preeteen]
female & has been approached online
by a male for a nude photo. She sent
this to him & from there, more males
have approached her over snapchat for
nudes, which she has sent. | believe this
is from males, unknown ages, all over
the world. She believes some were even
in Canada/ USA, and one in Egypt
potentially.



Impact of COVID-13 Lockdowns for Digital Offending

The global pandemic has led to a substantial increase in the creation and dissemination of
content including child sexual abuse material and child exploitation abuse material. Some
examples include, live streaming of child sexual abuse, and, particularly, self-generated
sexual content featuring minors. Children as well as users of child sexual abuse material
were both required to stay at home as part of widespread lockdowns.

As people spent more time at

home and online during the . . .
height of the pandemic, there Platforms like OnlyFans have increasingly

was a marked increase in the been accessed by young people where they
SRR CRRlCEEN i ETEnie can engage in virtual sex work that can

and rangatahi via social media . . .
quickly become exploitative.

platforms. Young people have

increasingly accessed R18 platforms

like Onlyfans which enable youth to
explore their sexuality and engage in virtual
sex work which can quickly become exploitative.(8)

Child Sexual Exploitation Material in Aotearoa

New Zealand-based research confirms the finding of international research - that users
accessing child sexual exploitation material preferred content featuring pre-pubescent
girls.(9) However, not all people accessing this material are necessarily attracted to minors,
and those who are may potentially be in denial when they first start looking (if that is their
primary or original motivation). Most users who access this material do not have a recorded
criminal history of this type of offence.(10)

Users of this illegal content have reported struggling with a variety of inner conflicts,
including (but not limited to) having some awareness of the illegality of their actions, but at
the same time not having the mental capacity in the moment to think about the ethical
implications and harm caused, when feelings of excitement or arousal overwhelmed them
when they searched for or viewed child sexual abuse material. Some did not reach out for
help because

they were conscious of
societal views of this
behaviour, concerned
about social exclusion,
or struggled with anxiety 3 €3 €3 £ C? € £ £ £ 3 &8 KF K3 @3

or mood disorders.(11) | .-'..n’a--n-..-




Intervention Measures for Perpetrators

There is an upwards trend of users accessing host sites of
child sexual exploitation material in New Zealand,
particularly during school holidays.

The three major therapeutic service providers for sexually harmful online practicesin New Zealand
are: Safe Network, Stop, and WellStop. Individuals who access these services can self-refer or be
referred by someone else, irrespective of whether they currently engage in harmful online behaviour,
or are just concerned about their own sexually harmful ideas (including those that have not acted on
these thoughts or feelings).

The New Zealand government has established intervention mechanisms to reduce the consumption of
child sexual abuse material, such as the Digital Child Exploitation Filtering System, which was created
in partnership with New Zealand internet service providers in 2009.

The Digital Child Exploitation Filtering System was designed to block websites that host abusive
content, track site traffic and trends, as well as develop profiles on offender typology. Recent reports
have shown that there is an upwards trend of users accessing host sites of child sexual exploitation
material more frequently since March 2019, particularly during school holiday periods in New
Zealand.(12)

A recent snapshot between 1st October 2021 and the
end of February 2002 showed that while there had
been a 33.3% decrease in new users accessing child
sexual abuse material, overall site views had
increased by 66.4%.(13)

At present, there are no legal provisions that
require internet service providers to connect
to the Digital Child Exploitation Filtering
System. Those who participate do so in good
faith and on a voluntary basis, however not
all internet service providers have opted into
this.
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Reporting and Blocking
Child Sexual Abuse Material

Reports come through to New Zealand's Digital Child
Exploitation Filter from international organisations
including such as the National Centre for Missing and
Exploited Children, but they also come directly from users
in New Zealand who inadvertantly stumble upon
exploitative and abusive material.
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T Attention:

info@childalert.org.nz Your web browser has attempted to access a website that is
used for the distribution of child sexual abuse material
This attempt has been blocked.

If you have any objections to this website being blocked
please complete this form Website Appeal

For further information please visit ww.dia goving

If vou consider that vou are at risk of committing sexual
online offences then act now and seek professional
counselling from one of the providers below.
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Organisations such as ECPAT Child Alert and Netsafe host
online tools that anyone can use to safely and securely
report illegal content. These reports are forwarded to the
DIA who review the material, block the website as
appropriate and then if it is new content they will
investigate if there are victims or perpetrators requiring
attention.

The DIA works closely with Customs and the New Zealand
Police on these cases. Unfortunately, victims are getting
increasingly hard to identify. We need everyone to report
any content they see to have the best chances of finding
the people producing this content, as well as removing the
content from where it is being hosted.

For more information or to receive future
update reports on CSEC in New Zealand,
contact office@ecpat.org.nz



